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Preliminaries ® lLet \ be the security parameter.

and

Definitions * We say that f(x) < negl(x) if |f(x)| < x~€ for any

positive integers ¢ for x big enough.
® PPT(x) is a probabilistic algorithm that is poly(x).
® Let p be a prime and I}, is the finite field of
charcteristic p.

e Let E and E’ be curves over IF_p
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Given X a security parameter, an UPKE scheme is given

by a set of 6 PPT(\) together with a setup algorithm
Setup(1*) — pp with pp the public parameters.

UPKE

—KG(pp) — (sk,pk) — Dec(sk,ct) — m
—Upk(pk, i) — (pk’) — Enc(pk, m) — ct
—Upk(pp) — p — Usk(sk, p1) — sk’



A review of
SILBE
protocol

Subham Das

UPKE

List of Oracles used

@ Upd_list and Cor__list are two lists that respectively
store the updates made by the adversaries and what
keys are corrupted.

® Fresh_Upd: It samples a random update u;,
computes the updated keys (skii1, pk;;1) and
return pki+1.

©® Given_Upd: It computes the keys (skjt1,pk; 1)
corresponding to a given update p; and return
pk;y1. The update (i,i 4 1) is added to Upd_list.

@ Corrupt: It receives an index j and return sk;. It
marks j as corrupted together with all others keys of
index i such that there is no fresh update
in-between.

® Plaintext_Check the plaintext checking oracle that
receives a plaintext and a ciphertext and returns if
the ciphertext is a valid encryption of the plaintext.
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An UPKE is OW-PCA-U (One-Wayness under Plaintext
CHecking Attack with Updatability) secure if for any two
Upke given adversaries Aj, 4> we have that

AdVIND_PCA_U(.Al,.AQ) —
P [GOW—PCA-U( Ay, Ay) = 1] < negl(\)

for the following cryptographic game GOW—PCA=U given
by the following figure :



OW-PCA-U

A review of GOWPAU (A, Ay) Fresh_Upd() — pki
SILBE 1: i=0 1: ;HLUG(I*)
protocol ' .

2: Upd.list = Cor_list = ) 20 skiss L Usk(ski, j1)

Subham Das . $ A
31 sko,pho — KG(1T) 3: pkiv < Upk(pki, 1)
40 st e— AP (pko) 4 i+l
5: if j>ido 5: return pk;
6 return L

UPKE i me M Given_Upd(y) — pki

$

81 ct < Enc(pk;,m) 1 skigs — Usk(ski, )
90 n— A (ct, st) 21 pkiss <~ Upk(pki, 1)
10: if IsFresh(j) do 3: Upd.list +— Upd_list U {(i,i+ 1)}
11: returnm;n 1 it

12: return L 5: return pki

Plaintext_Check(m, c,i) — b Corrupt(j) — sk;

1t ifm¢ M do 1: Cor.list = Cor_listU {;}
2: return L 20 ke .
3. else do 3: while (i — 1,4) € Upd._list do :
Y 4: Corlist = Cor_list U {i — 1}
4: return m = Dec(sk;, c) L
5 i—i—1

X while (k. k + 1) € Upd_list do :

IsFresh(j)

Cor_list = Cor_list U {k + 1}
ke—k+1

return sk

1: return not j € Cor._list

© ®» a9 o
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¢ KernelTolsogeny
¢ Canonical Torsion Basis
¢ PushEndRing
¢ KernelToldeal
¢ EvalTorsion
°* RandomEquivalentldeal

e ConstructKani
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Sa s Za, o g pa(B) sp g Lp, B s pa(A)
Ra + Pa+[s4]Qa Rp + Ps + [s5]Q5
¢a, s < KernelTolsogeny(E, Ra) ¢, Ep + KernelTolsogeny(E, Rg)
. Sa « [a]pa(Ps) Sp « [Blos(Pa)
Ta < [a]6a(Qz) Tp « [BléB(Qa)

Ea,84,Ta
_—

Es,Se.Ts
([BiISB B

Ua +— S+ [.‘EA]TB Up + Sa+ [.‘EH]TA
va, Bk + KernelTolsogeny(Ep,U4) vp, Ex < KernelTolsogeny(Ea, Ug)
K + KDF(](EK)) K + KDF(](EK))
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Section 2. Constructing a PKE from
the generalized lollipop attack
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lollipop attack

Setup

Algorithm 1 SILBE.Setup

Input: 1*

Output: pp = (p,(Po,Qo), (VO,UO),MW,t) with p a prime, (P, Qo) = Eo[N],

(Uo, Vo) = Eo[3”], Mix € GL2(N) and t an integer such that 3% > p?.

1: Take p a prime of the form p = 3N f +1 such that p =3 mod 4 and N = Iy
with p; distinct odd small prime numbers such that N > 3°p!/2log(p)?, N is
coprime to 3 and n big enough such that for all Ny, = []’_, p:;, we have that
Ne> V38 =n—k> A\

: Py, Qo < CanonicalTorsionBasis(Ey, N)

: Uy, Vo < CanonicalTorsionBasis(Eo, 35)

M, + EvallmageMatrix(Eo, P, Qo, 7(FPo), 7(Qo))-

. 2logy (p)
A [ﬂloma)]

: pp  (p, N, Po, Qo, Uo, Vo, Mir, t).
: return pp

N U W
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Input: pp = (p, (Po,Qo), (VO,UO),M,,,t)
Subham Das Output: pk,sk a public/secret key pair.
1: Jo < Op
2: for 1 <i<tdo
3: Sample 7; €g Zgzs.
4: Ei, pi «— KernelTolsogeny (Ei_1, (Ui—1 + [1:]Vi-1)) >Inppifi=1.
5: I; +— KernelToldeal (Op,_,, (Ui-1 + [17:]Vi-1))
6: Deterministically compute U, V; a basis of E;[3°] with (V;) = p;(E;_1[3°]).
7 J; +— RandomEquivalentIdeal(J;_11;)
8: if n(Ji) = n(Ji—1) or N2 - n(Ji) # 1 mod 4 or is not prime do
9: go back to line 7.
10: Si, T; «— EvalTorsion(Oo, p; 0 ki—1, Ji—11i,id, Ji, {Po, Qo})
11: F; «— ConstructKani(n(J;), N, N, (Po, Qo, Si, T3))
Key Generation 12:  Op, «— PushEndRing(Do, x, J;) b ki — Fi(0,0,—,0);

13: I, +— RandomEquivalentIdeal(J;)

14: if N’ —n(I4,)?3% #1 mod 4 or is not prime do go back to line 13.
15: K, L +— EvalTorsion(Oo, pr o ---0p1,I1--- 1,1, 14, , Po, Qo)

16: My, «— EvallmageMatrix(E:, N, P;,Q:, K, L)

17: pk «— (B, = Ea)

18: sk «— (Dp,, Is,,My,)

19: return pk, sk.
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Let ¢ : E — E' be an (-isogeny obtained from a non
backtracking* random (-isogeny walk over Qg. Then for

all e €]0,2] , the distribution of E' has statistical distance
O(p~2) to the uniform distribution in the supersingular
isogeny graph, provided that h > (1 + ¢) log,(p)?

Key Generation

1Given an arbitrary assignment on G, two consecutive edges o
and 1 are said to be backtracking if p1 0 o = [¢], up to possible
post-composition by an automorphism. A closed walk is considered
to contain backtracking if any consecutive edges, including the last
and first, are backtracking.

2Proof is referred to https://eprint.iacr.org/2023/436

14
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Encryption

Encryption and Decryption

Iy, !
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()21, ot
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Algorithm 3 SILBE.Enc

Input: pp, pk,m = (p, (Po, Qo) (Vo, Uo), M, t), Ea with m € pz(N)
Output: ct = (Ep, R, Ry) with Ry, Ry € Eg[N].

~

1: Pa,Qa +— CanonicalTorsionBasis(Ea, N)

2: Ua, Vs <— CanonicalTorsionBasis(E4, 33)

3:

4: Ep, ¢p +— KernelTolsogeny (Ea, (Ua + [r5]Va))
5:
: ct <— (Ep, Ri,R»)
: return ct

Sample rp €g Zss

(7)) [mln(51)

Encryption
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Decryption

Decryption

Algorithm 4 SILBE.Dec

Input: pp, sk,ct = (p, (Po, Qo), (Vo,Uo), Mr,t), (D54, 1s,,Ms,), (Es,Ri,R2)
Output: m

1:
: U, VB +— CanonicalTorsionBasis(Eg'), 3°)

: (7)< Maa ()

() e nlIs,)3° M 7 () ~

. G,H «— EvalKani(n(Is,)*3*,N,N/p:,S,T,K,L,Ug,Vs) > = F(—,0,0,0)
: a;; <— KernelTolsogeny(Eg,G + H) > if G = H, take just G
: return (3°)7!. (discretelog(R4.q;E\g(R1)7 N)) mod N

=W N

ISy

Pa,Qa +— CanonicalTorsionBasis(Ea, N)
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Section 3. PKE Security
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chosen-plaintext attack), since distinguishing messages
mg and my, we have to multiply R; and R by mg and
use EvalKani in dimension 8. If one is able to retrieve ¢g
then this means that the encrypted message was myg, as
that would induce that

[mo] Ry = [mg]és(P) = 65(P)

PKE Security The above implies that the adversary can simulate the
oracle Plaintext_Check.
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The security of SILBE as an OW-PCA PKE reduces to
the M-SIDH problem over random curves.

Proof. Simulating the Plaintext_Check oracle we have
that SILBE is OW-PCA secure < SILBE is OW-CPA
secure. Following Theorem 1, we have that the
distribution of the public key E4 is computationally
indistinguishable from the uniform distribution of the
supersingular curves since the former is O(p_l/z) close
to the latter. Let AOW~=CPA be an adversary. Then
construct the following algorithm B which solves the
M-SIDH problem over random curves

PKE Security

20
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@ B receives (P, Q,S, T) with P, Q the canonical

basis of E[N] and (i) = [m]y (g) with
@ : E — E’ an isogeny of degree 3°.
® B calls AOW=CPA(E E’'S, T) and recieve
n € pz(N)
©® It then computes [n]S, [n] T and use EvalKani in dim

8 over these points, retrieving ker(¢). Since 3 is
PKE Security smooth, using KernelTolsogeny, it can compute ¢

21
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PKE Security

The algorithm entails that if AOW~CPA succeeds then so
does B that is

P[B solves problem 1] > AdVOW_CPA(AOW—CPA)

Hence, under the assumption that the M-SIDH problem
is hard, SILBE is OW-PCA secure. [

29
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Extending
PKE to UPKE

SILBE PKE — UPKE

The authors claim that SILBE key update mechanism
relies on the following two properties:
® |t can be adapted to any curve E, provided we know
an isogeny ¢ : Eg — E
® That one can find the public key by using
KernelTolsogeny, without knowledge of ¢ : Eg — E

24



SILBE PKE — UPKE

A review of The authors claim that SILBE key update mechanism
protocol relies on the following two properties:
Subham Das ® It can be adapted to any curve E, provided we know

an isogeny ¢ : Eg — E
® That one can find the public key by using
KernelTolsogeny, without knowledge of ¢ : Eg — E

Ep

Ji

Ji—1

Ex — FE By

Extending AToe T e Li,pia ' T
PKE to UPKE
Fig. 5. Diagram of the key update mechanism of SILBE, Alice in red and Bob in blue.

Black isogenies are used for the construction of SILBE.Usk.

24
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UG: Generates a seed p € {0,1}* log(p)

25
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PKE to UPKE

UG: Generates a seed p € {0,1}* log(p)

Algorithm 5 SILBE.UG

Input: pp = (p, (Po, Qo), (Vo, Uo), Mir, t)

Output: p an update.
1: Sample p €5 {0, 1}*18®
2: return p

> 4log(p) ensures that H resists quantum attacks.

25
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PKE to UPKE

Upk: Use a hash function over p to generate a sequence
of elements in Z3g. Use this sequence to create kernels
of an isogeny walk starting at the public key E4. Using
KernelTolsogeny, compute the end curve of that walk,
defined as E}, the updated public key.

260
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Extending
PKE to UPKE

Upk: Use a hash function over p to generate a sequence
of elements in Z3g. Use this sequence to create kernels
of an isogeny walk starting at the public key E4. Using
KernelTolsogeny, compute the end curve of that walk,
defined as E}, the updated public key.

Algorithm 6 SILBE.Upk
Input: pp, pk, u = (p, (Po, Qo), (Vo, Uo), Mx, t),E/L
Output: pk’ the updated public key.
: Eo+ Ea Up, Vo +— CanonicalTorsionBasis(EA,3ﬁ)
s (e me) < H(w) > ni € Lgs
for1 <i<tdo
E;, pi +— KernelToIsogeny(Ei,l, Uica + [m]Vl,l))
Deterministically compute U;, V; a basis of E; [33] with (V;) = pZ(E1,1[3B])4
. pk' « Ey = E)
: return pk’

N U W

260
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Extending
PKE to UPKE

Usk: Use a hash function over i to generate a sequence
of elements in Z3g. Use this sequence to create kernels
of an isogeny walk starting at the public key E5. Using
KernelTolsogeny, we compute the end curve of that walk
defined as Ej,. Using ¢4 : Eg — Ea, we construct, using
EvalKani and RandomEquivalentldeal, an isogeny

@s : Eo — Ea, the updated secret key.

27
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Algorithm 7 SILBE.Usk

Input: pp, sk ,j1 = (p, (P, Qo), (Vo, Un), M, 1), (D4, Lo, Mon ), 1
Output: sk’ the updated secret key.
Ey + Ea Jo Iy

(1, one) = H(p)
3: forl1<i<gtdo

1:
2:

Ei, pi +— KernelToIsogeny(El,l, (Us—1 + [nz]V,,l))

Uo, Vo + CanonicalTorsionBasis(E4, 33)

I; «— KernelToldeal(Oz,_,, (Ui + [n:]V3))
Deterministically compute U;, V; a basis of E;[3°] with (V;) = p;(E;_1[3"]).
J; +— RandomEquivalentIdeal(.J;_I;)
if n(Ji) = n(Jio1) or N2 —n(J;) #1 mod 4 or is not prime do

go back to line 7.

BN € Lgp

S, Ti +— EvalTorsion(9q, p; o ki—1,Ji—11:,1,Ji, Po,Qo) > Use My ifi=1

F; +— ConstructKani(n(J:), N,

V, Po, Qo, Si, T3)

Op, +— PushEndRing(Oo, ki, Ji)

@

M

¢’A)

s Ay — RandomEquivalentIdeal(Jt)
D if N — 71(1%)2325 # 1 mod 4 or is not prime do go back to line 12.
: I, L «— EvalTorsion (Do, k¢, Ji. 1, I, Po, Qo)

s My, +— EvallmageMatrix(E;, N, P, Q¢+, K, L)
sk’ «— (Og,, 1
: return sk’

> ki = F(0,0,—,0)3

29
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Security of SILBE as OW-PCA-U

The authors claim that SILBE remains secure as an
UPKE due to the fact that in the Random Oracle Model
(ROM), SILBE.Upk is an one way mechanism such that
the distribution of the updated public key E}, is
statistically close from the uniform distribution and thus
from the public key distribution E4 given by SILBE.KG.
Thus, breaking SILBE in the OW-PCA-U scenario would
also imply that a fresh instance of SILBE in OW-PCA
scenario is also breakable. This leads to following
theorem.

20
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retool The authors claim that SILBE remains secure as an
Subham Das UPKE due to the fact that in the Random Oracle Model

(ROM), SILBE.Upk is an one way mechanism such that
the distribution of the updated public key E}, is
statistically close from the uniform distribution and thus
from the public key distribution E4 given by SILBE.KG.
Thus, breaking SILBE in the OW-PCA-U scenario would
also imply that a fresh instance of SILBE in OW-PCA
scenario is also breakable. This leads to following
theorem.

Theorem

In the ROM, SILBE is OW-PCA secure < SILBE is
UPKE OW-PCA-U secure

Security

20
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Parameters
and Efficiency

The authors state that to find "SILBE friendly" primes
one would need to find suitable N and 3 as follows:
o If N <37 /plog(p) = 33%/2N*2(log N + Blog3),
we increase the size of N.
o If N, >3%/2 and n— t < ) then we increase the size
of g
e After choosing such N and 3, we find a good
co-factor f such that p = 38 Nf + 1 is prime.

ky)
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Parameters
and Efficiency

The authors state that to find "SILBE friendly" primes
one would need to find suitable N and 3 as follows:
o If N <37 /plog(p) = 33%/2N*2(log N + Blog3),
we increase the size of N.
° If Ny > 35/2 and n— t < A then we increase the size
of g
e After choosing such N and 3, we find a good
co-factor f such that p = 38 Nf + 1 is prime.
The primary drawback as stated by the authors is
Efficiency, which is a result of size of the parameters,
together with performing Kani in dim 4 with relatively
large primes.

ky)
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Parameters
and Efficiency

The authors state that to find "SILBE friendly" primes
one would need to find suitable N and 3 as follows:
o If N <37 /plog(p) = 33%/2N*2(log N + Blog3),
we increase the size of N.

° If Ny > 35/2 and n— t < A then we increase the size
of g

e After choosing such N and 3, we find a good
co-factor f such that p = 38 Nf + 1 is prime.

The primary drawback as stated by the authors is
Efficiency, which is a result of size of the parameters,
together with performing Kani in dim 4 with relatively
large primes.

For example, number of field operations needed to
perform the EvalKani in SILBE.Dec is in the order of
750%log(\)*, which is, for A = 128, around 2%°.

290
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